
Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Colophon

Title    

Authors 

Editors Ralph Pisaturo 
 

Publisher Van Haren Publishing  

ISBN Hardcopy   

ISBN eBook   

Edition   

Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



 
  
  
  
  
  
  
  

 
 
 
 

Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



GET POST
OPTIONS PUT DELETE TRACE CONNECT

GET POST

GET
POST

GET
POST

GET

GET Http://localhost/insecure/public/Login.jsp?loginadmin&passadmin HTTP/1.1 
Host: localhost 
User-Agent: Mozilla/5.0 Gecko/20100101 Firefox/14.0.1 
Accept: text/html,application/xhtml+xml,application/xml;q0.9,*/*;q0.8 
Accept-Language: en-us,en;q0.5 
Proxy-Connection: keep-alive 
Referer: http://localhost/insecure/public/Login.jsp 
Cookie: JSESSIONID73A4496C2B6C846B5E8D8C9DDDBD9D24 

Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net



POST

X-Requested-With: XmlHttpRequest 

HttpServletRequest 
GET POST

$_GET $_POST
apache_request_headers()

HttpRequest.Params[name]
GET parameters POST 

parameters

REMOTE_USER
HttpRequest.Params["REMOTE_USER"] GET
REMOTE_USER=Administrator

POST http://localhost/account/login HTTP/1.1 
Host: localhost 
User-Agent: Mozilla/5.0 Gecko/20100101 Firefox/14.0.1 
Accept: text/html,application/xhtml+xml,application/xml;q0.9,*/*;q0.8 
Accept-Language: en-us,en;q0.5 
Proxy-Connection: keep-alive 
Referer: http://localhost/ 
Cookie: _session_id5bd5199e505bce65cffdc4c5ef02b617 
Content-Type: application/x-www-form-urlencoded 
Content-Length: 46 
 
user_loginadmin&user_passwordadmin&x45&y20 
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Code 200
Code 404
Code 403

Code 302
Code 401

HTTP/1.1 200 OK  
Content-Type: text/html;charsetutf-8 
Content-Length: 1744 
X-Xss-Protection: 1; modeblock 
X-Content-Type-Options: nosniff 
X-Frame-Options: SAMEORIGIN 
Server: WEBrick/1.3.1 (Ruby/1.9.3/2013-11-22) 
Date: Mon, 04 Aug 2014 10:57:38 GMT 
Connection: close 
 
<!DOCTYPE html> 
<html> 
<head> 
  <title> Home</title> 
      ... 
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Content-Type 

X-Content-Type-
Options 

nosniff

Content-disposition 

Location 

WWW-Authenticate 

Set-Cookie 

Cache-control no-
cache
no-store
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XmlHttpRequests
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"401 
Authorization Required"

Authorization: Basic bmFtZTpwYXNzd29yZA==
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<img src="https://e-
voting.com/vote.cgi?candidate=George+Washington"> 
 

GET

POST GET

POST GET GET

<script src="..."> 
 

GET
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SAME-ORIGIN DENY
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