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1

Chapter 1

Introduction

This Management Guide provides an overview of  the two international information 
security standards, ISO/IEC 27001:2005 and ISO/IEC 27002:2005. 
It provides an introduction and overview to both the Standards.  It is not a substitute for 
acquiring (from national standards bodies or licensed online resellers) and reading the 
Standards themselves. This book briefly describes the background to the current version 
of  the Standards. It also looks briefly at links to other standards, such as ISO 9001, BS25999 
and ISO 20000, and to frameworks such as CobiT and ITIL. Above all, it describes how ISO 
27001 and ISO 27002 interact to guide organizations in the development of  best practice 
information security management systems.

1.1	 Originating body: ISO/IEC JTC1/SC 27

ISO (the International Organization for Standardization) and IEC (the International 
Electrotechnical Commission) have established a joint technical committee, ISO/IEC 
JTC 1, to deal with their mutual interest in the field of  information technology. This 
committee has a number of  sub-committees; one of  these, SC 27, is responsible for IT 
security techniques. This committee is responsible for producing both the Standards 
described in this Management Guide.

1.2	 ISO/IEC 27001:2005 (‘ISO 27001’ or ‘the Standard’)

This is the most recent, most up-to-date, international version of  a standard specification 
for an Information Security Management System. It is vendor-neutral and technology-
independent. It is designed for use in organizations of  all sizes (‘intended to be applicable 
to all organizations, regardless of  type, size and nature’1) and in every sector (e.g. 
‘commercial enterprises, government agencies, not-for-profit organizations’2), anywhere 
in the world. It is a management system, not a technology specification and this is 
reflected in its formal title, which is ‘Information Technology - Security Techniques - 
Information Security Management Systems - Requirements.’ ISO 27001 is also the first 
of  a series of  international information security standards, all of  which will have ISO 
27000 numbers.

Copyright protected. Use is for Single Users only via a VHP Approved License. 
For information and printed versions please see www.vanharen.net 



2

Information Security based on ISO 27001/ISO 27002 - a management guide

1.3	 ISO/IEC 27002:2005 (‘ISO 27002’)

This Standard is titled ‘Information Technology - Security Techniques - Code of  Practice 
for information security management.’ Published in July 2005, it replaced ISO/.IEC 
17799:2000, which has now been withdrawn. While it was initially numbered ISO/IEC 
17799, this standard has also been given the number ISO/IEC 27002 number in order to 
make it a member of  the ISO27000 series of  standards. 

1.4	 Definitions

The definitions used in both Standards are intended to be consistent with one another 
and also to be consistent with those used in related information security standards, such 
as ISO/IEC Guide 73:2002, ISO/IEC 13335-1:2004, etc.

1)	 ISO/IEC 27001:2005 Application 1.2
2)	 ISO/IEC 27001:2005 Scope 1.1
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chapter 2

Information security

It is a truism to say that information is the currency of  the information age. Information 
is, in many cases, the most valuable asset possessed by an organization, even if  that 
information has not been subject to a formal and comprehensive valuation. 
IT governance is the discipline that deals with the structures, standards and processes 
that boards and management teams apply to effectively manage, protect and exploit 
their organization’s information assets. 
Information security management is that subset of  IT governance that focuses on 
protecting and securing an organization’s information assets. 

2.1	R isks to information assets

An asset is defined in ISO 27001 as ‘anything that has value to an organization’. 
Information assets are subject to a wide range of  threats, both external and internal, 
ranging from the random to the highly specific. Risks include acts of  nature, fraud and 
other criminal activity, user error and system failure. Information risks can affect one or 
more of  the three fundamental attributes of  an information asset: its:
•	 availability;
•	 confidentiality;
•	 integrity.

These three attributes are defined in ISO 27001 as follows:
•	 availability - ‘the property of  being accessible and usable upon demand by an 

authorized entity’, which allows for the possibility that information has to be accessed 
by software programs as well as human users;

•	 confidentiality - ‘the property that information is not made available or disclosed to 
unauthorized individuals, entities, or processes’;

•	 integrity - ‘the property of  safeguarding the accuracy and completeness of  assets’. 
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2.2	 Information security

ISO 27001 defines information security as the ‘preservation of  confidentiality, integrity 
and availability of  information; in addition, other properties such as authenticity, 
accountability, non-repudiation and reliability can also be involved.’

2.3	 Information Security Management System

ISO 27001 defines an ISMS, or Information Security Management System, as ‘that part 
of  the overall management system, based on a business risk approach, to establish, 
implement, operate, monitor, review, maintain and improve information security. The 
management system includes organizational structure, policies, planning activities, 
responsibilities, practices, procedures, processes and resources.’ An ISMS exists to 
preserve confidentiality, integrity and availability. As figure 2.1 shows, the ISMS secures 
the confidentiality, availability and integrity of  the organization’s information and 
information assets, and its most critical information assets are those for which all three 
attributes are important.

Figure 2.1 Attributes of Information Assets
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Chapter 3

Background to the Standards

The information security standard, BS7799, was first issued in April 1999, as a two-part 
standard. An earlier Code of  Practice had been substantially revised and became Part 1 
of  the new standard (BS7799-1:1999) and a new Part 2 (BS7799-2:1999) was drafted and 
added. 
Part 1 was titled ‘Code of  Practice for Information Security Management’ and it provided 
guidance on best practice in information security management. Its foreword clearly 
stated that it was not to be treated as a specification.
Part 2, titled ‘Specification for Information Security Management Systems,’ was drafted 
as the specification against which an organization’s security management system could 
be assessed and certificated. 
The link between the two Standards was, from the outset, through Annex A of  BS7799-
2, which lists all the information security controls whose applicability organizations are 
required to consider. This list of  controls is aligned with the controls of  BS7799-1, and 
BS7799-2 requires the user to seek more detailed guidance on how to implement the 
listed controls from BS7799-1.

3.1	 First certification

The first organization in the world to have its ISMS certified as being in conformance 
with BS7799-2:1999 was Business Link London City Partners. Since then, there have 
been nearly two thousand certifications; by December 2008, there were over 7,000 
certifications.

3.2	 ISO 17799:2000

BS7799-1:1999 began to be adopted by other national standards bodies becoming, 
for instance, AS 4444 in Australia and NZS 4444 in New Zealand. The International 
Standards Organization (ISO) and the International Electrotechnical Commission  
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(IEC)3 then collaborated to adopt and internationalize BS7799-1 as ISO/IEC 17799:2000 
in December 2000. 
This version of  the Guidelines was dual numbered in some countries so that, for example, 
in the UK it was numbered BS7799-1:2000 (ISO/IEC 17799:2000). It was exactly the same 
document, whatever number it was given. 
ISO 17799 was substantially revised, improved and updated five years later and, as ISO/
IEC 17799:2005 it was far more in line with today’s information security requirements. In 
the course of  2008, it was given the number ISO/IEC 27002:2005, in order to clearly tie 
it into the ISO/IEC 27000 series of  information security management standards.

3.3	 BS7799-2

BS7799-2:1999 was revised in 2002 and re-issued as BS7799-2:2002. The significant 
changes that occurred at this time included:
•	 the alignment of  the clause numbering in both parts of  the Standard;
•	 the addition of  the PDCA model (see Chapter 15) to the Standard;
•	 the addition of  a requirement to continuously improve the ISMS;
•	 the alignment of  the Standard, and its detailed clauses, with ISO 9001:2000 and ISO 

14001:1996, to facilitate the development of  integrated management systems.

3.4	 International adoption

BS7799-2:2002 was then adopted by the national standards bodies in a number of  countries 
including Brazil, the Czech Republic, Finland, Iceland, Ireland, the Netherlands, Norway 
and Sweden and issued by them as their own national standards. For instance, the 
Australian and New Zealand standards bodies (Standards Australia and Standards New 
Zealand) jointly issued in 2003 a local version of  BS7799-2:2002 under the number AS/
NZS 7799.2.2003. Similarly, it was accepted by the South African Bureau of  Standards as 
SABS 7799/2, in April 2002, while Spain developed its own version, UNE 71502:2004. 

3)	 The IEC is ‘the leading global organization that prepares and publishes international standards for all electrical, 
electronic and related technologies.’ Its website is at www.iec.ch. The ISO and the IEC work together, within 
the World Trade Organization (WTO) framework, to provide technical support for the growth of global markets 
and to ensure that technical regulations, voluntary standards and conformity assessment procedures do not cre-
ate unnecessary obstacles to trade. The joint ISO/IEC information centre has a website at www.standardsinfo.
net/isoiec/index.html.
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3.5	T ranslations and sector schemes

The Standard has also been translated into a number of  languages, including Chinese, 
Czech, Danish, Dutch, Finnish, French, German, Icelandic, Japanese, Korean, Norwegian, 
Portuguese and Swedish. At the same time, a number of  sector schemes have been 
developed. These are versions of  BS7799-2:2002 that have been adapted and amended for 
specific sectors, such as the APACS Standard 55, the information security management 
standard now mandated by the UK payment services association for all its members. 

3.6	 ISO 27001:2005

BS7799-2 was still only a British Standard in June 2005, when ISO 17799:2005 was issued. 
The decision was taken, at that time, to put it on the ‘fast track’ to internationalization 
and FDIS (Final Draft International Standard) was issued in June 2005. BS7799-2:2005 
(ISO/IEC 27001:2005) was finally published in October 2005. 
It ‘can be used to assess conformance by interested internal and external parties.’ It is the 
specific document against which an ISMS can be assessed.
ISO/IEC 27001:2005 and ISO/IEC 27002:2005 still have the symbiotic relationship of  a 
two-part standard.
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